OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
Crnencrsennoro komurtera Poccuiickoi Meepanmm
no SImano-HenernkoMmy aBTOHOMHOMY OKpPYTY

CaencrBenHoe ynpasJjieHue Cjie ICTBEHHOI0 KOMUTETa
Poccuiickonn Penepanun no Amano-HeHnenkoMmy aBTOHOMHOMY
OKPYTYy pa3bsCHsSIET OCHOBHbIE MPaBuJja 0e€30MacCHOCTH NP
HCI0Jb30BAHNM HHTEPHET-TEXHOJIOT U

CCFOI[HH I/IHTepHeT-TCXHOHOFI/II/I, artyB OaJICKO BHCpéH, IIHUPOKO UCIIOJIb3YIOTCA B HOBCC,HHCBHOfI
Ku3HU. B OCHOBHOM, 39TO KaCa€TCA HpeﬂCTaBHTeﬂeﬁ noApacTaromero 1moKoJIE€Hus, HO cerlyac ¢ 3TUM
NpUXOOUTCA CTAJIKUBATbCA W B3POCIIOMY HACCJIEHUIO, IIPECTApeyIbIM I'PaXKIaHAM. Me>1<z1y TEM,
MNOMUMO OI'POMHOIO KOJIMYECTBA IIOJIE3HBIX BO3MOX(HOCT€ﬁ, CETh I/IHTCPHCT HeCcET B cebe u
onpenenéHHon OIIaCHOCTb.

B cBs3M Cc 3TMM, HEMalOBaXHBIM SIBJISIETCS TPEAYNPEAUTh IOJIb30BATENEH IJI00ANIBHON CeTH
WHTepHeT 0 ToM, KaKylo MIMEHHO OIIACHOCTh MOXKET HECTH «BCEMHUPHAs NayTUHA» U KaKUe JAEVCTBUSA
HY’KHO ITPeAIIPUHAMATH, YTOOHI 001IeHe ¢ IHTepHETOM OCTaBMIIO TOJIBKO HOJIOKUTEIbHBIE SMOLIUH.

[TomumoO TOrO, 4TO CYHIECTBYIOT pa3jM4Hble KOMIBIOTEPHBIE BUPYCHI U BPEIOHOCHBIE ITPOrPAMMBI,
KOTOpble HEOOXOAMMO OJIOKMpPOBAaTh AHTUBHPYCHBIMH IPOrpaMMaMH, BaKHO IOMHUTb M O
COOJTIOIGHUH PsiJIa OCHOBHBIX MPAaBUJI PadOTHI B ceT VIHTEpHET U, B YaCTHOCTH, B COITUAJIBHBIX CETSIX.
BaxHo 3HaTh, 4TO MH(OpMalMs, pa3MelIEHHAs TPaXJaHAMH B COLICETSIX, MOXET ObITh Hai/ieHa U
HCIIOJIb30BAaHA KEM yIOJIHO, B TOM YMCJIE, U BO BpEL.

OCHOBHBIE COBETHI 10 0€30MACHOCTH B CONHUAJLHBIX CETAX A JAeTel H HX PoauTeaeit
cJieyIonme:

-IlpenycmoTpeTh miis peOEHKA HaIMYME HA €ro MepPCOHATbHOM KOMIbIOTEpEe «(UIbTPOB»,
OJIOKUPYIOIIMX TOCEIEHUE CAlTOB, COAEPKAIIUX MPOTUBOIPABHYI0 MH(MOPMAIIUIO, TIPUIMHSIONIYIO
BpeJl IETCKOM MCUXUKe (OCOOEHHO aKTyaJlbHO 3TO KacaeMo MCKIOUeHUs1 (DAKTOB paclpOCTpaHEHUS
TaK Ha3bIBAEMOU «MHTEPHET-TIeI0DIINN» );

-PoaurenssmM He0OX0qMMO PeryJISipHO OCENTaTh CTPAHUIIBI B COITMATBHBIX CETSIX, TPUHAJICKAIIX UX
AeTsM, UHTEpPeCcoBaThCs y peOEHKa, YeM OH YBJIEUEH, C KeM OOIIaeTcsi U Ha Kakue Tembl. B ciydae
OOHapyXeHHs] HEOOBIYHOTO TIOBE/ICHHS JeTell (TIOCTOsTHHASI TPeBOra, CTpeMiieHne peOEHKa YUTH OT
pasroBopa Ha TeMy ero OOIIEeHHs1 M WHTEepPecoB B ceTu VIHTepHeT) WM KaKuxX-TMOO Yrpos,
BBIMOTATEJIbCTBA TPETbUMM JIMIIAaMU Y peOEHKa Kakou-mmbo wuHpopMmamuu wi  ¢GOTo-
BU/IEOMATEPHAJIOB C €ro yyacTHeM, HEOOXOAMMO He3aMe[UIMTEbHO 0OpamarbCcsi K IMCUXOJIOTy U
(UM) B IPaBOOXPAaHUTESIbHBIE OPTaHbl;
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-OrpaHlYMTh CIUCOK JIMII CO CTATYyCOM <«JIpy3el» B COIlCeTsX. B «apy3bsx» He OOKHO OBITh
CJIy4alHBIX 1 HE3HAKOMBIX JIIOJEH;

-3amuyniaTte CBOIO 4YacTHYIO ku3Hb. He ykaspiBaTh naposu, TesedoHsl, agpec, JaTy pOXKAECHUA U
Apyryio TuuHyo uHpopmauo. HeoOXoqMMo MOMHUTE, YTO 3I0YMBIIUIEHHUKHA MOTYT MCIIOJIb30BaTh
Aaxe MH(POPMALIMIO O TOM, KaK peOEHOK WJIM POJUTENH IJIAHUPYIOT IPOBECTH KAHUKYJIbI;

-N306eratp pazmerenus ¢ororpadpuil B IHTEepHETE, r/1ie ecTh N300pakeHHs YesloBeKa Ha MECTHOCTH,
10 KOTOPOW MOXKHO OIIPEJENIUTh MECTOIOIOKEHHUE;

-IIpu perucTpanuy B cOMaabHON CETH HEOOXOIMMO UCIIOIBb30BATh CJIOKHBIE MTAPOJIH, COCTOSIINE U3
MHO3KecTBa OYKB U 1P (C pycCKON UM MHOCTPAHHOW PACKJIAJKON);

-l COMAIbHON CEeTH, MOYTHI U APYTUX CAlTOB HEOOXOAMMO UCIOIB30BaTh pa3Hele naponu. Toraa
€CJI KHOepIPECTYITHUKH B3JIOMAIOT KaKyI0-TMOO0 JIMYHYIO CTPAHUILY, TO OHH TOJIy4aT AOCTYI TOJBKO
K OJTHOMY MECTY, @ HE KO BCEM I€PCOHAIbHBIM CTPaHULIAM CpPa3y.

DJIeKTPOHHBbIE JeHbI'H H HCIOJb30BaHNE SJEKTPOHHBIX 0AHKOBCKNX KapT:

DJIeKTPOHHbIE JIEHIM - OYeHb YIOOHBI CIOCOO TUIATEXel, OAHAKO CYIIECTBYIOT MOIIEHHHKH,
KOTOpPbIE MOTYT HaKMThCSI HA HE3HAHUM TPaXJaH JeMEHTAPHBIX MpaBmil Oe3onacHocTi. OcoOeHHO
3TO KacaeTcs MPecTapesblX IpaxaaH, IEHCUOHEPOB.

OcHOBHbBIE COBETHI 10 0€30MacHOI padoTe ¢ JEKTPOHHBIMHA JeHbIaAMU:

-Hukorga u HUKOMY HeJsb3st COOOMIATh MMH-KO OT COOCTBEHHBIX JICKTPOHHBIX OAHKOBCKHUX KapT.
[ToMHUTB, YTO BOIIPOCH KOPPEKTHOCTH JIEHCTBHS OAHKOBCKOW KapThl MOTYT BECTHCh UCKJTIOUUTEILHO
C Ipe/ICTaBUTEIAMH OaHKa, BBITYCTHBIIIETO B 00OPOT 3TY KapTy. A JIsl TOrO, YTOOBI yJOCTOBEPUTHCS,
yro Oecella MIET UMEHHO C MPEJICTaBUTEISIMM OaHKa, a HE ¢ MOIIEHHUKAMH, HEOOXOIUMO JTUOO
nepe3BaHUBATh B CITYKOY MOJJICPKKH IO 3apaHee OrOBOPEHHBIM Tesie(hOHaM, JTMOO HETTOCPEICTBEHHO
oOpalliaThCs B CIICHUATM3MPOBaHHBIE OTEIeHUs TOro OaHKa ((PMHAHCOBOTO yUpEXKACHHUS), OT UMEHH
KOTOPOro BbilaHa OaHKOBCKasi Kapra. JIioOble MpHUXOAsIMe COOOIIeHUsA O OJOKUPOBKE KapThl U
HEOOXOAMMOCTH B CBSI3U C 3THM BBECTM KaKOW-JIMOO KOJ, MapoJib, MUH-KOJ, BCErga MOJIKHBI
BBI3BIBATH HACTOPOKEHHOCTD;

-[Ipu BBereHMM IMH-KO/A HA TEPMHUHAJIE HEOOXOIUMO OOECIIeUNTh ero Oe30MacHbIi BBOJ, CKPbIBas
OT TIOCTOPOHHUX TJ1a3 HaOMpaemble UM(PBI, CTapaThbCsd CHUMATh JEHEXHbIE CpelICcTBa
HEMOCPeJCTBEHHO B IOMELIEHUM OaHKa, B MeCTax, IJe YCTaHOBJIEHbl BUAEOKaMephbl, 4yTo (Ipu
HEOOXOAMMOCTH) TO3BOJIMT BIOCJEICTBUU BHIATH Ha CJie]l 370YMBIIUIEHHUKOB, HAOMOAABIIMX 32
BaMH U COBEPIIAIOLIMX KaKhe-I1O0 MPOTUBOIPABHbIE AEHCTBUS;

-Ucnonb3oBaTh OJHOPA30BbIC IIApOJIM B HEJIAX n30eKaHuSA Kpa)X [OaHHbIX WM IIepexBaTa
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IJIATEKHOTO NapOJIs;

-BeiOupats cioxHblii aposs. HajgesxHsle napoau copepkaTr He MeHee 8 3HaKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE ¥ TPONKCHBIE OYKBBI, IIM(PH U HECKOJIBKO CHUMBOJIOB, TaKMe KaK 3HaK JOJUIapa, (pyHTa,
BOCKJIMLIATEJIbHBIN 3HAK U T.II.

-He BBOJUTH CBOU JIMYHBIC JAHHBIC HA ITOJO3PUTCI/IbHBIX HE ITPOBCPEHHBIX cailrax.

AHanornyssle TpeOOBaHUS MOXHO OTHECTH M K paboTe ¢ JeKTPOHHOHM MOYTOH (3TO TEXHOJIOTHUS U
NPE/IOCTABISIEMBIE €10 YCIIYTH TI0 TEPEeChUIKE M TONYYEHHIO 3JEKTPOHHBIX COOOIIEHUH, KOTOpHIE
pacripelensioTcsi B KOMIIBIOTEPHOW CETH; IIOMHUMO [epelayd IpPOCTOro TEKCTa, HNMEeTcs
BO3MOXHOCTb IepeiaBaTh Meauadailibl). B yacTHOCTH, HE peKOMEHAYeTCsl OTKpbIBaTh (hailjibl U
ApyTrve BIIOKEHUsI B THCbMax, JaXe €ClM OHM NpPUILIM OT apy3ei. Jlydine 3abmaroBpeMeHHO
YTOUHUTh y HUX, OTIPABJISUIM JIX OHU YKa3aHHbIE (Paiiyibl.

Pa6ora ¢ MOOHIBLHBIM TeJiepoHOM (cMapTd OHOM)
CoBpeMeHHbIE CMapT(OHbl M IUIAHIIETHl COJAEPXKAT BIOJHE Pa3BUTHIA (DYHKIMOHAT M MOTYT
KOHKYpUpPOBaTh CO CTallMOHAPHBIMU KoMmIbloTepamMu. CoBpeMeHHble MOOWIbHBIE Opay3epbl yke
NPaKTHUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJIHAKO paciipeHue (hyHKIMOHAA BJEYET 3a COOOM
OOJIBIIYIO CJIOKHOCTh M MEHBIIYI0 3alUIIEHHOCTh. [laieko He BCe MPOM3BOAUTENIN BBHITYCKAIOT
OOHOBJICHUS, 3aKPHIBAIOIIE KPUTUIECKHUE YA3BUMOCTH TSI CBOMX YCTPOKCTB.

OcHOBHbBIE COBETHI 0€30MaCHOCTH NMPH MOJIb30BAHNH MOOMIbHBIM TeJe(OHOM:

-Huuro He sBnseTcs mo-HacrosimeMy OecruiaTHbIM. Heo0Xoaumo ObITH OCTOPOKHBIM, BeIb KOTAa
npeaaraioT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBbITh CKPBITH KAKHe-TO TUIATHBIE YCITyTH;

-Vcnonb3oBaTh aHTUBUPYCHBIE MPOTPAMMBI /17151 MOOMJIbHBIX TeIe(POHOB;

-He 3arpykarb IMPUJIOKEHUA OT HEU3BECTHOI'0 HCTOYHUKA, TAK KaK OHU MOIYyT COICPKATb
BPEAOHOCHOE IMPOrpaMMHOE O6CCHC‘~ICHI/IC;

-ITepuonuyecku npoBepsATh, KaKUE IUIATHBIE YCIYIM aKTMBUPOBAHbI C MPUBSA3KON K TeaeOHHOMY
HOMEDY;

-IIpenocTaBnsaTh TMUHBIA HOMEP MOOMJIBHOTO TejlepOoHa TOJIBKO JIOASIM, KOTOPBIX 3HAEIIh U KOMY
JOBepsielllb;

-Bluetooth nosmkeH ObITh BHIKJIIOYEH, KOTIa UM HEe TIOJIb3YelbCsl.

«PUIIHH» W KpasKa JUIHbIX JAHHbIX
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C pa3BUTHEM MHTEPHET-TEXHOJIOIUI 37I0YMBIIUIEHHUKH, IIepeMecTUBLINCE B IHTEpHeT, co3paioT 11
rpakJaH HOBYIO Yrpo3y: MHTEPHET-MOIIEHHUYECTBO («(DUIIMHI»), T[JIaBHAas LieJdb KOTOPOro - B
MOJIyYeHUU KOH(UACHIMAIBHBIX JJaHHBIX NIOJIb30BATENEH - JIOTUHOB U MApOJIEH.

OcHoBHbIE COBETHI 10 00pb0e ¢ «(hUIHHTOM»:

-Cnieuth 3a CBOMM akKayHTOM. Eciii ecTh ogo3peHust, 4To aHKeTa Oblla B3JIOMaHa, TO HEOOXOUMO
3a0JIOKMPOBATh €€ M KAK MOKHO CKOpee COOOIIUTH 00 3TOM aIMUHUCTPATOPaM pecypca;

-Mcnosp30BaTh Oe30MacHbIe BC6—CaIL/'ITbI, B TOM YHUCJIC, MTHTCPHET-MAra3nHOB U IIOUCKOBLIX CUCTEM;
-Hcnonb30BaTh CIOXKHBIE U Pa3HbIC ITaPOJIN;

-Ecnu B3nmoManu MuHy0 MOYTY, TO HEOOXOAMMO MpPEeAyNpeiuTh 00 3TOM BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100ABJIEHBI B «APY3bsIX», U O BO3MOKHOW PAaCCBUIKE OT BAIIEro MMEHH CllaMa M CChUJIOK Ha
«(PUILIMHTOBBIE» CAUTBI;

-YcraHoBuTh HaaexkHbll apoiib (PIN) Ha MOOWIbHBIN TenedoH;
-OTKJIIOYUTH COXpaHEeHUe NapoJisi B Opaysepe;

-He orkpeiBaTh (hailibl M Opyrue BIOXKEHUA B MUCbMax, JaXe €CJIM OHU INPULUIA OT APYy3ed WiIn
3HaKOMBIX. Jlydllle yTOYHATH y HUX JIMYHO, OTHPABJISIINA JIM OHU YKa3aHHbIE (pailiibl.

BaxHo Takke MOMHUTb, YTO KOMMEHTapHuH, pa3MelieHue poTorpadguil U Ipyrue AeucTBUs MOTYT He
MCYE3HYTh JIa)ke MOCce TOro, Kak OyAyT yJaJieHbl C IMYHON MHTEepHeT-cTpaHullbl. Hen3BecTHO, KTO
yCIIeJl COXPaHUTh 3Ty MH(OPMALMIO, MONaJIa JIM OHA B TIOMCKOBBIE CUCTEMbI M COXPAHUJIACh JIM OHA, a
rJIaBHOE: 4YTO MOIYT MOAyMaTh OKpY’XKalolllee JIOAW, KOTOpble HAWAyT W YBUAAT Kakue-JIudo
KOMITPOMETHPYIOIUe cBeeHus. Halti mH(pOpMaIyio MHOTO JIeT CIyCTsI CMOXET JIIOOOH - KaK U3
A0OpBIX MOOYkKIEHUIA, TAK U C HAMEPEHUEM TPUYMHUTH BPe/.

Emé o kudepmomeHHu4eCTBE:
«CKUMMMHI»

Ha Gankomarax wmu POS-TepMuHanax B TOProBbIX TOYKaX MOIIEHHHKH MOTYT YCTaHABIUBATb
CrelMaIbHble YCTPOKMCTBA, KOTOPHIE CUUTHIBAIOT JaHHBbIE ¢ OAHKOBCKMX KapT. DTa MaxHWHAIUS
CBsI3aHA U C MOCJIeYIOIINM U3TrOTOBJIEHUEM MOIIIEHHUKAMH TyOJIMKaTOB OAHKOBCKHX KapT, KOTOPHIE,
B KomiuiekTe ¢ PIN-K00M, IMO3BOJISIOT CHATh JIGHBIM C Ballero cuera. sl 3ammThl OT CKUMMUHIA
OaHKHUPBl PEKOMEHIYIOT HUCIOJIb30BaTh KAPTOUYKU TOJBKO B TE€X MECTax, KOTOpble 3aciyKUBAIOT
JIOBEPUS U OXPAHSIOTCSI.
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Bupycsl, padoTarommue ¢ cicTeMaMH OH-JIafiH-0 aHKUHTa

Ha Bami koMmibloTep orpe/iesieHHbIM 00pa3oM IoragaeT BpeJOHOCHOE IPorpaMmMHoe odecrieueHue. 1
KOI/Ia BBl TIHITAETECHh 3AMTH B CBOM aKKayHT B IUIATE€KHON CUCTEME, BBOJSI OJJHOPA30BbIC MAPOJIH —
9Ta IporpaMma BbIJaeT BaM COOOIIEHUE O SKOOBI ycTapeBiieM naposte. M KakIplid ClieTyIomuii Koj
TOXE OKa3bIBaeTCs sKOObl «yCTapeBIIUM». J[JIsl 3aIlUThl KCIEPTHI PEKOMEHIYIOT MOCTOSTHHO
KOHTPOJIMPOBATh KAPTOUHBIN CUET, MOAKIIOUATh K HEMY CMC-OaHKMHT, HE OCTaBJIATh MEPCOHAIbHbIC
JaHHble O ceOe M CBOEH KapTOUKe Ha MHTEPHET-CalTax, PErysisApHO OOHOBJATh AHTUBHPYCHYIO
3aIUTy, 0COOEHHO C (PYHKIIMEl Oe30TacHbIX IJIaTeXeu.

IIporpamma-BeIMoOraTe b

Bupyc moxer 3ammgpoBarh (aiiyibl Ha BallleM KOMITbIOTEpe, 3a0JIOKMPOBaTh Balll AOCTYI K HEMY,
WIN K MoOOW OHJIAH-cUCTeMe, B KOTOPOH BBl 3aperiucTprpoBaHbl. Ha skpaHe BBl Oyaere BUAETDH
TOJIBKO KapTUHKY-OJIOKep, M TpeOOBaHUE 3aruIaTUTh BBIKYI JJISI TOrO, YTOOBI pacmudpoBaTh WIH
Pa30JIOKMPOBATh CHCTEMY.

Hanpumep, Takue:

«OrtnpaBbTe SMS Ha KOPOTKUI HOMEP»

«[lepeBenuTe AeHBIM HA MOOMJIBHBIN CUET»

«PacraTurech OUTKOMHAMU (JIEKTPOHHBIMHU JIEHBIAMM)»

UroObl HEe «MOAXBATUTb» BPEJOHOCHOE MPOIPaMMHOE OOECHEeYeHUE TAKOro BUJA, PEKOMEHOYeTCs
HUKOTI'JIa HE «KJIMKaTh» 10 CChUIKaM Ha CaiiThl OAaHKOB WM ApYyrux (puHopranu3zaumii. Hamo BBoauThb
ajipec Bpy4HYIO, MHaYe €CThb PUCK, YTO Bbl MOKETE IONAcTh HAa IMOJJIENbHYIO CTpPaHMIly, KOTOopas

BBITTIAAWUT TOYHO TaK K€, KaK 1 OpUTrnHaJI.

Takum oOpasom, mpu padoTe B ceTH VIHTEepHEeT BaxkHA, HpEkJIe BCEro, MpelyCMOTPUTEbHOCTD,
KOHTPOJIb 32 OJIM3KUMH JIIObMHU (JE€TbMH, IPECTApesIbIMU POJCTBEHHUKAMU) U CAMOKOHTPOb.

20 Mas 2021

Aodpec cmparnuypi: https://yanao.sledcom.ru/news/item/1571483
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